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• Data protection law, professional secrecy 

• Adequate data security measures, including validation/audit trails

• Data breach notification obligations

• Market and product regulations

• Sector-specific (e.g., FINMA, EBA, BaFin, EU DORA)

• Technology-specific (e.g., EU AI Act, Data Act)

• Critical infrastructure (e.g., EU NIS2, EU CER, CH ISG), 
incl. cyber risk management, incident notification obligations

• Good corporate governance

• Protection against operational and reputational risks

• Business continuity management (BCM)
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The requirements

Cloud Compliance and Risk 
Assessment (CCRA-FI) defines 128 

Requirements to be complied with by 
Swiss Banks for their cloud projects
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Some are more specific than others

Article 21 NIS2 Directive (part)

N 80 et seq.
FINMA Circular 2023/1 
on operational risks and 
resilience of banks



• On the part of customers

• Contracts that require providers to have "adequate technical and 
organizational measures of security" with only a very generic list 
of TOMS

• The adequacy of provider TOMS is usually not scrutinized, let 
alone verified whether they indeed exist in practice

• No follow-up validation, not even by way of audit reports

• On the part of vendors

• Those who sign anything just to get the contract

• Those who have terms that sound great, but at closer look are 
full of loopholes

• Those who stick to their own terms & TOMS ("take it or leave it")
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What we often see in practice



• Contracts with state-of-the-art security only at first sight

• Often a strategy to limit legal exposure in case of a data breach

• Real-life examples out of cloud service provider contracts

• Obligation to maintain an ISMS, but not an actual security level

• Security commitments limited to the infrastructure layer

• Descoping of audit reports possible at any time

• No commitment to keep customer data confidential, only to 
implement measures that protect customer data

• Encryption does not always work, access is not always logged

• Commitments only as commercially reasonable, no warranty

• Breach notification clock starts ticking only after the internal 
confirmation procedure; no clarity re sub-provider breaches
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Issue #1: Beware of smokescreens



• Many security clauses and TOMS are too generic (e.g., no 
controls) or otherwise leave too much room for interpretation

• Example: The new clauses used by the Federal Government

• "X2. When processing federal data and information, the 
service provider undertakes to observe and comply with the 
requirements and provisions of the Data Protection Act (DPA) 
and the Information Security Act (ISA), including the relevant 
implementing ordinances and the Confederation's basic ICT 
protection. It shall transfer these obligations to third parties it 
engages (e.g. suppliers, substitutes, subcontractors)."

• It must be clear what the vendor has to do (e.g., type of PAM)

• Being specific allows them to challenge the vendor and verify 
compliance (updating TOMS later on is still possible)
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Issue #2: Be specific

https://www.bkb.admin
.ch/bkb/de/home/them

en/agb.html
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Use-case-specific TOMS

A repository of 129 TOMS 
created for a large Swiss bank 
that can be selected based on 
the use case (e.g., various 
scenarios of hardware and 
software providers, online 
providers and advisors)



• If the vendor signs your tough TOMS without pushing 
back, you usually have a problem …

• Real-life examples: Confirmation that any operator access is 
logged, TPAM, obligation to have all confidential information 
received from the customer deleted upon the end of the contract

• Do not only test the provider during due-diligence, but also 
have an effective ongoing validation agreed (and implement it)

• ISO 27001 is not sufficient, nor is an audit right that is not used

• Require standardized 3rd party audit reports on actual controls 
and their effectiveness, 3rd party reports on penetration tests, 
and vulnerability assessments – and have them reviewed

• Agree on incident reporting, remediation, costs, consequences
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Issue #3: Require evidence



• Cover the entire supply chain

• Impose obligations upon sub-processors, consider other suppliers

• If a hyperscaler is used: How is the vendor handling it?

• Data breach handling

• Only covered if related to personal data? What is the procedure?

• How does the vendor deal with exploits that become known?

• Risk of foreign lawful access

• This is often neither considered nor specifically addressed when 
using providers; special TOMS and risk assessments are required

• Ability to exit if it becomes necessary

• Within what period of time will you be able to exit?
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Some more issues to consider



• Have a contract that provides for TOMS that are specific 
enough to provide for controls and adequate for the use case

• Beware of smokescreens and vendors that do not push back

• Do not forget to cover foreign lawful access & subcontractors

• Make sure the effective implementation of the controls in the 
supply chain is verified pre-signing and regularly thereafter

• Make sure the adequacy of the controls is regularly validated 
and improvements are made, as necessary, at the vendor's cost

• Have issues reported, remedied and remedies verified

• Have non-contractual safeguards (e.g., audits & logging) not 
only contractually agreed, but also utilized
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Final remarks
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Thank you for your attention!

Questions: drosenthal@vischer.com

https://vischerlnk.com/goldentoms


