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Chapter 23

Switzerland

VISCHER

1 Digital Health and Health Care IT

1.1 What is the general definition of “digital health” in

your jurisdiction?

In Switzerland, digital health is not a legal term. In general, the
term covers services and equipment that use information and
communication technologies (ICT) in healthcare to improve
healthcare and public health. In agreement with this, the Swiss
government defines the term “eHealth” as the integrated use of
ICT to design, support and network all processes and partici-
pants in the healthcare system.

1.2 What are the key emerging technologies in this

area?

Numerous digital health solutions are currently being tested and
implemented. The following solutions could become relevant
in the coming years and possibly lead to disruptive innovations:

m  Wearables: Mobile sensors that are worn directly on the
body which continuously collect physiological data (e.g.
blood pressure, temperature, pulse) and evaluate them in
real time.

m  Health monitoring and care using robots and sensors:
Robots and/or room sensors are used to monitor and care
for patients or other people in need of care (e.g. in nursing
homes).

m  Digitalavatars and assistance systems: Computer-supported
artificial and graphic representations of a person, which
support people visually and/or linguistically in a task (e.g.
virtual school lessons for children in hospital).

m  Machine learning and predictive analysis: Based on arti-
ficial intelligence (AI), software systems process and
analyse large amounts of data and automatically optimise
themselves (e.g. efficient analysis of DNA sequences with
Al-based mechanisms for the detection of genetic diseases).

m  Online health counselling: Health-related counselling
services, diagnoses and referral to doctors can be obtained
on digital platforms or apps (e.g. dermatological diagnoses
or health insurance counselling services).

1.3 What are the core legal issues in health care IT?

According to Swiss law, personal health data are considered
“particularly worthy of protection”. Accordingly, data secu-
rity and data protection are regularly the main issue with digital
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health solutions. Providers of digital health solutions, such as wear-

ables, health apps or electronic patient records (EPR), must comply

with the applicable data protection regulations, in particular the

Federal Data Protection Act and — in the European context — the

General Data Protection Ordinance (GDPR). In addition, other

decrees may be relevant in Switzerland, such as the Federal Law on

Human Genetic Testing or the Human Research Act.

Further legal issues:

m  The cantons sometimes set different standards in the
field of digital health, which can make it difficult to intro-
duce digital health applications uniformly throughout
Switzerland. However, for providers of digital healthcare
solutions, the differences between the cantons can also
provide scope for implementing an innovative business idea.

m  In the field of telemedicine and other digital service
areas, the billing and remuneration models are still largely
unclear. The currently applicable tariff system covers
digital services incompletely. Incentives for digital health
solutions are missing.

m  There are still uncertainties regarding the qualification of
software and apps as medical devices and the conformity
assessment of such solutions.

2 Regulatory

2.1 What are the core health care regulatory schemes?

m  Therapeutic Products

m  Federal Act on Medicinal Products and Medical
Devices (Therapeutic Products Act, TPA; no. 812.21).

m  Ordinance on Licensing in the Medicinal Products
Sector (no. 812.212.1).

m  Ordinance on Medicinal Products (no. 812.212.21).

m  Ordinance on the Advertising of Medicinal Products
(no. 812.212.5).

m  Medical Devices Ordinance (MedDO; no. 812.213).

m  Ordinance on the List of Medical Devices Subject to
Prescription (no. 812.213.6).

m  Ordinance on Integrity and Transparency in the
Therapeutic Products Sector (no. 812.214.31).

m  Research on Humans

m  Federal Act on Research involving Human Beings
(Human Research Act, HRA; no. 810.30).

m  Ordinance on Human Research with the Exception
of Clinical Trials (Human Research Ordinance, HRO;
no. 810.301).

m  Ordinance on Clinical Trials in Human Research
(Clinical Trials Ordinance; ClinO; no. 810.305).
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m  Ordinance on Organisational Aspects of the Human
Research  Act (HRA Organisation Ordinance,
OrgO-HRA; no. 810.308).

m  Federal Act on Research Involving Embryonic Stem
Cells (Stem Cell Research Act, StRA; no. 810.31).

m  Ordinance on Research involving Embryonic Stem
Cells (Stem Cell Research Ordinance, SCRO; no.
810.311).

m  Transplantation

m  Federal Act on the Transplantation of Organs, Tissues
and Cells (Transplantation Act; no. 810.21).

m  Ordinance on the Transplantation of Human Organs,
Tissues and Cells (Transplant Ordinance; no. 810.211).

m  Ordinance on the National Cross-Over Living
Donation Programme (no. 810.212.3).

m Ordinance on the Allocation of Organs for
Transplantation (no. 810.212.4).

m  Communicable Diseases

m  Federal Act on Protection against Infectious Diseases
in Humans (Epidemics Act, EpidA; no. 818.101).

m  Ordinance on Protection against Infectious Diseases
in Humans (no. 818.101.1).

®  Medically Assisted Reproduction and Genetic Testing

m Federal Act on Medically Assisted Reproduction
(Reproductive Medicine Act; no. 810.11).

®  Reproductive Medicine Ordinance (no. 810.112.2).

m  Ordinance on the National Ethics Committee in the
Field of Human Medicine (no. 810.113).

m  Federal Act on Genetic Testing of Human Beings (no.
810.12).

m  Ordinance on Genetic Testing of Humans (no.
810.122.1).

m  Ordinance on the preparation of DNA Profiles in
Civil and Administrative Matters (no. 810.122.2).

] Requirements for Healthcare Professionals

m  Federal law on the University Medical Professions
(Medical Profession Act, MedBG; no. 811.11).

®  Medical Profession Ordinance (no. 811.112.0).

m  Cantonal implementing legislation on healthcare
professionals.

] Health Insurance and Reimbursement

m  Federal Act on Health Insurance (HIA; no. 832.10).

m  Ordinance on Health Insurance (HIO; no. 832.102).

m  Ordinance on Benefits in the Compulsory Health
Insurance (HIBO; no. 832.112.31).

m  Ordinance on the Determination of Costs and the
Recording of Services by Hospitals, Birth Centres and
Nursing Homes in Health Insurance (no. 832.104).

2.2 What other regulatory schemes apply to digital

health and health care IT?

m  Data Protection
m  Federal Act on Data Protection (FADP; no. 235.1).
m  Ordinance to the Federal Act on Data Protection (no.
235.11).
m  Electronic Patient Record (EPR)
m  Federal Act on the Electronic Patient Record (EPRA;
no. 816.1).
m  Ordinance on the Electronic Patient Record (no.
816.11).
m  Federal Council Ordinance on the Electronic Patient
Record (no. 816.111).
m  Federal Council Ordinance on Financial Aid for the
Electronic Patient Record (no. 816.12).
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m  Departmental Ordinance on the Electronic Patient
Record.

m  Cantonal legislation: Cantons must check their respec-
tive legal systems for compatibility with the EPRA
and its implementing law and, if necessary, initiate
adjustments.

2.3 What regulatory schemes apply to consumer

devices in particular?

So far, there are no special legal regulatory schemes for digital
health devices in Switzerland. With regard to the warranted
properties and the rights of consumers in relation to defects, the
rules of contract law in the Swiss Code of Obligations (no. 220)
apply. The Federal Act on Product Liability (no. 221.112.944)
may (additionally) be relevant for liability in cases of personal
injury, and the Federal Act on Product Safety (no. 930.11) for
product safety requirements.

2.4 What are the principal regulatory authorities? What

is the scope of their respective jurisdictions?

m  Swiss Agency for Therapeutic Products (Swissmedic)
Swissmedic (with headquarters in Berne) is responsible for
the enforcement of the Swiss legislation on therapeutic
products. Swissmedic’s remit mainly involves the granting
of marketing authorisations and operating licences and
market surveillance. Swissmedic’s enforcement compe-
tence also includes the ordering of administrative meas-
ures and/or administrative criminal investigations.

m  Federal Office of Public Health (FOPH)

The FOPH is generally responsible for the health of the
Swiss population, develops Swiss health policy and is
committed to a health system thatis efficient and affordable
in the long term. Among other things, the FOPH deals
with questions concerning reimbursement of medical anal-
ysis and treatments, pharmaceuticals and medical devices
by health insurers. The FOPH is also responsible for the
enforcement of the integrity and transparency regulations
in the field of therapeutic products. The FOPH’s enforce-
ment competence also includes the ordering of administra-
tive measures or administrative criminal investigations.

m  Cantonal Authorities
Cantonal Authorities are responsible for the surveillance
and enforcement of the Swiss legislation on therapeutic
products in specific areas (e.g. carrying out inspections
and quality controls). In the course of their monitoring
services, the cantons shall notify Swissmedic ot the FOPH
in accordance with their respective responsibilities of any
events, findings or complaints.

Cantons issue the authorisation of mail-order trade in the
health sector.

m  cHealth Suisse
To implement the eHealth strategy in Switzerland, the
Federal Department of Home Affairs (FDHA) and the
Conference of Cantonal Health Directors (CDC) jointly
run the eHealth Suisse competence and coordination
centre. The aim of eHealth Suisse is to define common
organisational, legal and technical guidelines for the devel-
opment of eHealth applications, in particular the EPR.
eHealth Suisse has no enforcement competence as such.
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Switzerland

2.5 What are the key areas of enforcement when it

comes to digital health and health care IT?

Some of the key areas of enforcement relating to digital health

are as follows:

[ Enforcement of notification, authorisation and/or certi-
fication obligations (e.g. for applications qualifying as
medical devices; for online medical consultation).

m  Enforcement of data security and data protection
obligations.

m  Enforcement of restrictions applicable in the field of
online genetic analyses, online diagnostic tests or other
online medical services.

m  Enforcement of restrictions in the area of pharmaceuti-
cals (e.g. advertising restrictions, prescription restrictions,
integrity obligations).

m  Enforcement of professional obligations that medical
personnel must comply with.

m  Enforcement of the conditions that apply to reimbursement
of digital health services by health insurance companies.

2.6 What regulations apply to Software as a Medical

Device and its approval for clinical use?

For medical devices, including digital health solutions, the
following legislation on therapeutic products is primarily
relevant:

m  Therapeutic Products Act (TPA; no. 812.21).

m  Ordinance on Medicinal Products (no. 812.212.21).

For the practical implementation of the legislation on ther-
apeutic products, with particular reference to software-based
medical devices, the competent Swiss authorities have published
the following guidelines (as amended from time to time):

m  SwissmedicLeafleton Standalone Medical Device Software
(AW-Merkblatt Eigenstindige Medizginprodukte-Software).

m  cHealth Suisse: Guide for App Developers, Manufacturers
and Marketers.

Switzerland has concluded agreements on the mutual recog-
nition of conformity assessments for medical devices (bilateral
agreements or mutual recognition agreements — MR As) with the
EU Member States, the EFTA States and Turkey. The basis
of these agreements is the application of the European direc-
tives for medical devices and the European CE marking. The
countries concerned recognise the certificates issued by Swiss
conformity assessment bodies and, in return, Switzerland recog-
nises the conformity assessments carried out by Notified Bodies/
Conformity Assessment Bodies in the countries concerned.

3 Digital Health Technologies

3.1 What are the core issues that apply to the following

digital health technologies?

m  Telemedicine/Virtual Care

m  Depending on their characteristics, telemedicine or
virtual care platforms may qualify as medical devices.
If so, the compliance of the platform with the legal
requirements needs to be assessed by a Conformity
Assessment Body (CAB).

m  Telemedicine or virtual care platforms as such may be
subject to a notification or licensing requirement. The
cantonal implementing legislation, including that on
healthcare professionals, must be observed. It should
be noted that the cantonal regulations in this regard
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are not uniform. Some cantonal legislations treat tele-
medicine or virtual care restrictively because they
require the physician to physically meet and treat the
patient.

B The health data transferred via telemedicine or virtual
care platforms are considered to be particularly worthy
of protection. The platform operator must ensure that
the legal requirements for data security (including
cybersecurity) and data protection are met.

m  There are certain limits to diagnosis and treatment via
telemedicine or virtual care platforms. Medical due
diligence must be ensured at all times. According
to the case law of the Swiss Federal Supreme Court,
prescribing medicines via telemedicine or virtual care
platforms requires that the patient receives personal
and serious advice from a doctor. Some cantonal legis-
lations treat telemedicine or virtual care restrictively
because they require the physician to physically meet
and treat the patient.

m  The responsibility and liability between the operators
of the platform and the involved healthcare profes-
sionals must be clearly regulated both in the internal
relationship (operator-doctor) and external relation-
ship (operator-customers; doctors-patients).

Robotics

m  Depending on their characteristics, robotic technolo-
gies used in healthcare may qualify as medical devices.
If so, the compliance of the robot with the legal
requirements needs to be assessed by a CAB.

m If the robot is capable of collecting personal data,
the operator must ensure that the legal requirements
for data security (including cybersecurity) and data
protection are met.

m  Particular questions of liability may arise if the robot
provides users with instructions or recommenda-
tions on certain behaviour. The allocation of liability
issues between the parties involved (e.g. manufacturer,
healthcare institution, healthcare professionals) must
be contractually regulated.

m  The use of robots, especially in eldetly and patient care,
can affect the personal rights of those in need of care.
Prior informed consent of the persons in need of care (or
their legal representatives) should therefore be obtained.

Wearables

m  Depending on their characteristics, wearables may
qualify as medical devices. If so, the compliance of the
device with the legal requirements needs to be assessed
by a CAB.

B Wearables collect and evaluate health data. The manu-
facturer must ensure that the legal requirements for
data security (including cybersecurity) and data protec-
tion are met.

m  Particular questions of liability may arise if the wear-
ables provide users with instructions or recommenda-
tions on certain behaviour.

Virtual Assistants (e.g. Alexa)

m  Virtual assistants collect and evaluate personal data,
including health data. The manufacturer must ensure
that the legal requirements for data security (including
cybersecurity) and data protection are met.

m  Particular questions of liability may arise if the virtual
assistants provide users with instructions or recom-
mendations on certain behaviout.

m  Virtual assistants can affect the personal rights of
users. Prior informed consent of the users (or their
legal representatives) should therefore be obtained.

Digital Health 2021
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m  Mobile Apps

m  Depending on their characteristics, mobile apps may
qualify as medical devices. If so, the compliance of
the mobile app with the legal requirements needs to be
assessed by a CAB.

m  If the mobile app is capable of collecting personal data,
the manufacturer must ensure that the legal require-
ments for data security (including cybersecurity) and
data protection are met.

m  Particular questions of liability may arise if the mobile
app provides users with instructions or recommenda-
tions on certain behaviour. The allocation of liability
issues between the parties involved (e.g. manufac-
turer, operator, health insurance company, healthcare
professionals) must be contractually regulated.

m  Software as a Medical Device

m  Compliance of the device with the medical device
regulations needs to be assessed by a CAB.

m  The manufacturer must ensure that the legal require-
ments for data security (including cybersecurity) and
data protection are met.

m  Particular questions of liability may arise if the device
provides users with instructions or recommendations
on certain behaviour. The allocation of liability issues
between the parties involved (e.g. manufacturer, oper-
ator, health insurance company, healthcare profes-
sionals) must be contractually regulated.

m  Al-as-a-Service

m  Depending on its characteristics, Al-as-a-service may
qualify as a medical device. If so, the compliance of
the service with the legal requirements needs to be
assessed by a CAB.

m  Given the large amounts of data from a variety of sources
used in AT systems, Al systems atre prone to errors. The
establishment and maintenance of a continuous and
effective quality assurance concept is indispensable.
The liability issues associated with AI in healthcare
need to be carefully, contractually allocated between
the parties involved (e.g. manufacturer, operator, health
insurance company, healthcare professionals).

m Al systems require large amounts of data from sources
such as electronic health records, pharmacy records,
insurance claims records, or patient-generated infor-
mation. The operators of Al systems must ensure
compliance with data protection legislation (including
that on cybersecurity).

m  IoT and Connected Devices

m  If the IoT and/or connected devices are capable of
collecting personal data, the manufacturer must ensure
that the legal requirements for data security (including
cybersecurity) and data protection are met.

m  Particular questions of liability may arise if the IoT
and/or connected devices provide users with instruc-
tions or recommendations on certain behaviour.
The allocation of liability issues between the parties
involved (e.g. manufacturers, operators, etc.) should be
as far as possible contractually regulated.

[ 3D Printing/Bioprinting

m  Suppliers of the CAD files required for 3D printing
must consider whether their print commands are
subject to copyright protection. The external design
of 3D printed products may be subject to third-party
trademark or design protection, and their technical
functionality may be subject to third-party patent
protection.
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m  The question of who is liable in the event of damage
from defective 3D printing products can be complex
and should be clarified in advance.

m  Natural Language Processing

m  Natural language processing involves the processing and
analysis of large amounts of natural language data. If
these data can be attributed to a specific person (i.e. are not
anonymised), the data protection legislation is relevant.

3.2 What are the key issues for digital platform

providers?

The key legal issue with digital platforms is the question of
whether the platform provider or the user (uploadet) is respon-
sible and liable for the uploaded content. There is no specific
legal basis on this issue in Switzerland. Relevant in this regard
are, on the one hand, the provisions of the Federal Law against
Unfair Competition (no. 241) and, on the other hand — if state-
ments that violate personality rights are in question — the civil and
criminal law provisions on the protection of personality rights (in
particular Art. 28 of the Swiss Civil Code: no. 210). According to
Swiss legal practice, it is undisputed that the uploader is respon-
sible for the uploaded content. Under certain circumstances,
however, the platform provider may be held responsible for the
content of the platform users as well. Accordingly, the Swiss
Federal Supreme Court confirmed in its (attorney-criticised)
decision no. 5A_792/2011 the joint responsibility of the provider
in the case of a violation of personality rights committed via the
platform (Art. 28 ZGB). Digital platform providers must there-
fore be aware that they do not have a general liability privilege in
Switzerland for user content on the platform. Platform providers
should exclude the respective liability risk as far as possible with
suitable contractual agreements.

Another important issue is data protection and data secu-
rity. Platform providers are required to implement the relevant
requirements of data protection legislation on their platform.

4 DataUse

4.1 What are the key issues to consider for use of

personal data?

Data that is truly anonymised does not fall under data protec-
tion laws. As a result, it can be freely used for any purpose,
including medical research. However, when large amounts
of data are analysed, anonymisation reaches its limits. The
comparison of anonymised data with other data entails the risk
of reidentification of the previously anonymised data. Health
data in particular is highly individualised, which makes effective
anonymisation difficult. Using personal data for digital health
applications means that all requirements of the applicable data
protection laws must be complied with.

4.2 How do such considerations change depending on

the nature of the entities involved?

Swiss data protection law is technology-neutral. Note that all
listed hospitals execute cantonal performance mandates and thus
fall within the scope of cantonal data protection laws. Not only
public listed hospitals but also private listed hospitals have to
comply with cantonal data protection law unless there is special
legislation that provides for an exemption. For hospitals without
cantonal performance mandates and for all private digital health
providers, the Swiss Federal Data Protection Act applies.

ICLG.com

© Published and reproduced with kind permission by Global Legal Group Ltd, London

171



172

Switzerland

In addition, the GDPR also applies to Swiss digital health
providers offering their services in EU countries.

4.3 Which key regulatory requirements apply?

The processing of data relating to specific or identifiable persons

is subject to the Data Protection Act and under certain circum-

stances to the GDPR. In contrast to European law, Swiss law
does not prohibit processing subject to permission as long as the
processing is carried out lawfully and in accordance with the

data processing principles of Arts 4, 5 and 7 FADP (¢f. Art. 12

para. 2 lit. a FADP). These are:

m  Principle of transparency: The collection of personal data
and in particular the purpose of their processing must be
identifiable to the data subject (Art. 4 para. 4 FADP).

m  Principle of purpose limitation: Personal data may only
be processed for the purpose that was stated at the time
of acquisition, is apparent from the circumstances or is
provided for by law (Art. 4 para. 3 FADP). As soon as the
data processing goes beyond the purpose, justification, a
legal basis or consent is necessary.

m  Principle of proportionality: The processing of personal
data must be proportionate, i.e. must not go further than the
purpose of the processing requires (Art. 4 para. 2 FADP).

m  Principle of data integrity: The processor must ensure the
accuracy of the personal data and destroy incomplete or
inaccurate personal data (Art. 5 para. 1 FADP).

m  Principle of data security: Personal data must be protected
against unauthorised processing by appropriate technical
and organisational measures (Art. 7 para. 1 FADP).

Consequently, Swiss law does not require the consent of the
person concerned or any other justification for the lawfulness
of the processing of health data. It is sufficient for the person
concerned to be informed of the purpose of the processing and
the processor to comply with the purpose limitation principle
and the other processing principles.

As already mentioned above, the GDPR has extraterritorial
effects; therefore, Swiss service providers may also be affected.

The GDPR contains stricter regulations than the current
FADP. Thus, the principle of prohibition subject to permis-
sion applies here. Permission can arise from the law or from
the consent of the person concerned. However, the total revi-
sion of the FADP, where the draft is currently being discussed in
parliament, will bring it into line with the GDPR. For example,
according to the new draft, data managers and processors will
have to take appropriate measures to reduce the risk of personal
injury as early as the planning stage of data processing. In addi-
tion, they are obliged to ensure, by means of appropriate default
settings, that only personal data that is relevant for the respec-
tive purpose is used (such as pseudonymisation, where knowl-
edge of the data subject is not necessary for the processing). The
new E-FADP is expected to enter into force in 2021.

With regard to medical research, further provisions of the Human
Research Act must be observed. The Human Research Act allows
the anonymisation of data and their subsequent use for research on
humans only if it is not biological material or genetic personal data,
or if the person concerned has been informed in advance and has
not submitted his or her veto (Art. 32 para. 3 HRA).

Furthermore, a recent judgment in which the Federal
Administrative Court had to assess the procurement of data by
the supplementary health insurance provider from the compul-
sory health insurance within the same group showed that, in
addition to the FADP, the data transfer provisions of Art. 84a
of the Federal Health Insurance Act are also highly relevant for
digital health providers.
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4.4 Do the regulations define the scope of data use?

On the basis of the principle of proportionality pursuant to Art.
4 para. 2 FADP, the processing of data may not go beyond what
is necessary for the purpose of processing. Accordingly, no data
may be collected in stock.

4.5 What are the key contractual considerations?

Art. 4 para. 4 FADP provides that the data collection and the
purpose of the processing must be identifiable for the data
subject. According to Art. 4 para. 3 FADP, the processing of
personal data may only be carried out for the purpose stated
at the time of collection, which is apparent from the circum-
stances or is provided by law. Explicit consent is required for
the collection of particularly sensitive personal data, such as data
on health. However, such consent is only valid if the person has
been adequately informed and has subsequently given his or her
informed consent voluntarily. In addition, the consent can also
be withdrawn at any time, whereby the burden of proof for the
existence of the consent lies with the data processor in each case.
For the information to be considered appropriate to the data
subject, it must at least cover the type, scope and purpose of the
data processing, the names of the data processors and, if appli-
cable, the risks of the data processing (informed consent). Due
to these requirements regarding the adequacy of information,
blank consent to any future form of processing is only possible
ifitis carried out with clear limits. In principle, itis also possible
to integrate data protection provisions into general terms and
conditions if the data subjects are adequately informed about
the scope of their consent and the data protection provisions are
presented clearly enough. Here too, however, explicit consent is
required for data on health. In addition, Art. 8 of the Federal
Act Against Unfair Competition prohibits general terms and
conditions that, against the principles of good faith, provide for
a significant and unjustified disproportion between a consum-
er’s contractual rights and obligations to the detriment of the
consumer. Data subjects of health data qualify as consumers.
Thus, general terms and conditions must not only ensure that
the data subjects explicitly consent to having their health data
processed, but must also provide for a reasonable balance of the
data subject’s contractual rights and obligations.

4.6 How important is it to secure comprehensive rights

to data that is used or collected?

Data has become a raw material that enables the development of
new products, services and value chains. Accordingly, securing
rights to data can be crucial to business success. Under current
law in Switzerland, there is no independent law governing the
ownership of data. Whoever has de facto control over data
can prevent the use by third parties by not disclosing them and
keeping them secret. In addition, there is always the possibility
of regulating the use of data by agreement.

5 Data Sharing

5.1 What are the key issues to consider when sharing

personal data?

Art. 10a FADP allows the use of data processors unless prohib-
ited by legal or contractual confidentiality obligations. The data
subject must be informed, however, in the case of a transfer of
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the personal data to a country that does not have an adequate
level of data protection.

5.2 How do such considerations change depending on

the nature of the entities involved?

The duty to provide information and the right of access to
personal data may vary depending on whether the personal data
were obtained from the data subject themselves or not. If the
personal data have not been obtained from the data subject,
the responsible person must also provide the contact details of
the data protection officer and the categories of personal data
processed. In addition, the data subject must be provided with
information on the source of the data and whether these sources
are publicly available.

5.3 Which key regulatory requirements apply when it

comes to sharing data?

The disclosure of particularly sensitive data (health data) to third
parties always requires justification (Art. 12 para. 2 lit. c FADP).
If the justification lies in the consent of the data subject (Art. 13
para. 1 FADP), this must be given voluntarily and explicitly after
appropriate information (Art. 4 para. 5 FADP). The data subject
then always has the opportunity to object to the processing (Art.
12 para. 2 lit. b FADP).

According to the new draft of the FADP, the list will extend
the existing list of particularly sensitive personal data. Genetic
and biometric data (e.g. fingerprints), which uniquely identify a
natural person, have recently also been taken into account.

6 Intellectual Property

6.1 What is the scope of patent protection?

Inventions are subject to patent protection, i.e. new technical

solutions to technical problems, whereas private use, research and
teaching are excluded from the protective effect of a patent. What
is unique to Switzerland is that there is no official examination for
novelty or an inventive step. The scope of protection is defined
in the patent claims and the period of protection is a maximum
of 20 years, whereby a Swiss patent automatically also applies
in Liechtenstein. Switzerland is a member of all major regional
and international patent treaties, including the European Patent
Convention (EPC) and the Patent Cooperation Treaty (PCT).

6.2 What is the scope of copyright protection?

Literary and artistic intellectual creations (including computer
programs) with an individual character are subject to copyright
protection, irrespective of their value or purpose. Such crea-
tions automatically become protected at the moment of crea-
tion. The author has the exclusive right to his own work and
the right to recognition of his authorship. The author has the
exclusive right to decide whether, when, how and under what
author’s designation his own work is published for the first time.
The period of protection is up to 70 years after the death of
the author (50 years for computer programs). What is unique
to Switzerland are the collective rights management organisa-
tions such as SUISSIMAGE. Moreovet, various international
agreements on copyright, such as the Revised Berne Convention
(WCT), ensure that Swiss authors receive the same protection as
foreign authors.
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6.3 What is the scope of trade secret protection?

Though Switzerland lacks specific trade secret laws, many
aspects of trade secret protection are adequately covered. For
instance, there are provisions on certain aspects of trade secrets
protection in the Unfair Competition Act (no. 241; e.g. prohi-
bition of exploitation or use of trade secrets that were unlaw-
fully obtained), the Criminal Code (i.e. anyone who divulges
a trade secret that he is under a statutory or contractual duty
not to reveal, or anyone who exploits for himself or another
such a betrayal, is liable to criminal sanctions), and the Code of
Obligations (i.e. employment law: employees must not exploit
or reveal confidential information — such as trade secrets —
obtained while in the employer’s service). As a consequence
of the diversity of legal provisions on trade secrets, there is no
unique protection theory on trade secrets in Switzerland.

6.4 What are the typical results on academic

technology transfer rules?

Most public research and educational institutions and university

hospitals (PROs) in Switzerland have professionally organised

bodies that ensure technology transfer with the private sector.

Uniform regulations on this technology transfer are drawn up

by the Swiss Technology Transfer Association (swiT'T). The

following main principles apply:

m  Partnership: The cooperation between private enterprise
and PROs rests on the basis of partnership. PROs are
entitled to an appropriate financial share of the revenues
generated by the cooperation partner through commer-
cialisation of the intellectual property rights.

m  Intellectual Property: As a rule, the PROs claim the intel-
lectual property rights created by them within the scope
of the cooperation for themselves, but grant the industrial
partner exclusive rights of use.

m  Freedom of Publication: The publication of scientifically
interesting research results remains a central task of PROs.
Before publication, adequate time for the preparation and
submission of a patent application is contractually provided.

6.5 What is the scope of intellectual property

protection for Software as a Medical Device?

Under the prevailing Swiss doctrine, the term “software” is a
generic term comprising both the computer program and the
development and user documentation. Accordingly, for soft-
ware as a medical device, copyright protection is paramount.
Copyright law thus protects the concrete implementation, i.e. the
program code, but not a process underlying a computer program.

The software used in a medical device as such cannot be
protected by patents. However, computer programs used to imple-
ment a technical invention, so-called “computer-implemented
inventions”, are patentable under certain conditions (in particular,
they must meet the requirement of technical character).

7 Commercial Agreements

7.1 What considerations apply to collaborative

improvements?

Collaborative improvements are a frequent source of dispute if
the allocation of potential improvements has not been designed
diligently enough. Partners with complementary expertise or
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products usually need access to collaborative improvements
of their own expertise or products, which can be used inde-
pendently from the other partner’s expertise or products.
Collaborative improvements that are inseparably linked to both
partners’ expertise or products usually require the develop-
ment and negotiation of a new business model that can be struc-
tured as collaboration and licence agreements (that may include
cross-licences), joint ventures, or co-marketing agreements.

7.2 What considerations apply in agreements between

health care and non-health care companies?

Healthcare companies are used to a strict regulatory framework
and they must require their partners to meet these requirements
whenever they apply. Non-healthcare companies may be used
to a much more liberal environment and overlook or underes-
timate regulatory requirements. Therefore, it is key that agree-
ments do not only clearly allocate regulatory responsibilities, but
also provide for adequate collaboration and control mechanisms
that allow and incentivise the non-healthcare company to iden-
tify and meet relevant regulatory requirements in due time.

8 Al and Machine Learning

8.1 What is the role of machine learning in digital

health?

Machine learning is expected to dramatically improve prog-
nosis and diagnostic accuracy. It is also expected that machine
learning will displace significant parts of the work of radiolo-
gists and anatomical pathologists. These physicians focus largely
on interpreting digitised images, which can be fed directly to
algorithms instead. Massive imaging data sets, combined with
recent advances in computer vision, will drive rapid improve-
ments in performance. Radiologists and anatomical patholo-
gists will become much more Al-literate to assure quality and
further improve Al-based prognosis and diagnostic tools.

8.2 How is training data licensed?

Training data is rarely licensed on an exclusive basis, but digital
health providers that obtain one of those rare exclusive licenses
to quality training data will certainly have an advantage over
the competition. Also, training data pools are often dynamic
and further data will be added or data quality will be improved
over time. Thus, for digital health providers, it is key to ensure
that they get access to such amended or improved versions of
training data. Finally, certain government entities, such as the
Federal Office for the Environment, offer open access to digital
data for AT applications.

8.3 Who owns the intellectual property rights to
algorithms that are improved by machine learning

without active human involvement in the software
development?

In Switzerland, copyright protection arises automatically upon
creation of a work, regardless of any formality. Such a work
must be an “intellectual creation” and must therefore have a
human origin. As a result, a work generated by means of Al
will only be eligible for copyright protection if a human being is
involved in the process of its creation. In addition, the authors
of a work obtained with AI can only be humans who have
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provided creative inputs that are linked to and reflected in the
final work. In that sense, a “creative causal link” must be percep-
tible between the creative work of the author(s) and the resulting
work. The occurrence and extent of human intervention remains
decisive in appreciating the authorship. Whether or not this is
the case has to be assessed on a case-by-case basis. Authors may
be, for example, individuals who provide the AT with decisive
input in the process of creating a work by training a model to
learn automatically or persons who have defined the goal to be
achieved by the AI by specifically parameterising the AT

8.4 What commercial considerations apply to licensing

data for use in machine learning?

Companies wishing to use data in machine learning have an
interest in developing their Al systems with the best possible
data. This creates a tension between their business interests and
the legal data protection framework. As a result, the training
data must be carefully selected. In addition, especially in the
case of particularly sensitive personal data such as data on health
or criminal prosecutions within the meaning of Art. 3 lit. ¢
FADP, the ways in which the algorithm processes the data must
stay within pre-defined limits. For example, it must be clari-
fied whether the data may be further developed into complete
data packages which could reveal additional sensitive informa-
tion about the persons concerned.

Detailed quality data for use in machine learning is likely to
have roughly the same commercial value as initial algorithms
designed to solve a specific problem. Thus, we expect that
whoever provides such detailed data on an exclusive basis for
machine learning applications will negotiate for an important
equity stake, upfront or milestone payments, royalties or other
adequate compensation.

9 Liability

9.1 What theories of liability apply to adverse

outcomes in digital health?

There are no specific liability rules addressing digital health.
The civil liability rules generally apply, in particular Art. 41 ez seq.
(liability in tort) and Art. 97 ef seq. (contractual liability) of the
Swiss Code of Obligations (no. 220) as well as the Federal Act
on Product Liability (no. 221.112.944, as based on the European
Union’s Directive 85/374/EEC).
The basic prerequisites of liability in tort are:

damage;

illegality;

causality between damage and illegality; and

misconduct attributable to the defendant.
The basic prerequisites of contractual liability are:

[ breach of contract;

m  damage;

®m  causality between the breach and the damage; and

®  misconduct attributable to the obligor.

Product liability according to the PLA:

m  The “producer” is strictly liable for personal injuries and
death as well as damage to property caused by a product
which did not provide the safety which could reasonably
be expected.

m  There is a broad definition of “producer”.

®  An injured person may raise additional claims based on
other legal grounds.
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In addition, legal violations with digital health applications
can lead to criminal sanctions and/or administrative disciplinary
measures, which find their basis, #uter alia, in the Therapeutic
Products Act or Data Protection Act.

9.2 What cross-border considerations are there?

In international situations, the applicable law is determined by
the Swiss Private International Law (CPIL; no. 291). Concerning
torts, the international tort law includes product liability as well
as personal injury. Arts 134-139 CPIL provide special conflict-
of-law rules for these specific categories of torts. In the case of
such special tort, it must also be questioned whether a subse-
quent choice of law according to Art. 132 CPIL is permissible.
If the parties do not choose the law and if there is no specific
tort pursuant to Arts 134-139 CPIL, the law applicable to the
pre-existing legal relationship between the counterparties (Art.
133 para. 3 CPIL) may be considered. If no such pre-existing
relationship exists, and the damaging party and injured party
have their habitual residence in the same country, the law of this
country is applicable according to Art. 133 para. 1 CPIL. Only
as the last possible connection does the traditional general prin-
ciple of the connection to the place of tort (lex loci delicti commiissi)
come into play (Art. 133 para. 2 CPIL).

With regard to punitive, exemplary, moral or other non-com-
pensatory damages, which are not available under Swiss law,
Swiss courts refuse to award such damages even if the applicable
foreign law provides for such damages (¢f. Article 135 IT CPIL).

The Lugano Convention on Jurisdiction and the Enforcement
of Judgments in Civil and Commercial Matters (no. 0.275.12)
regulates the jurisdiction, recognition and enforcement of judg-
ments between the Member States of the European Union,
Switzerland, Norway and Iceland.

In contrast to civil law, the Swiss administrative law does
not provide for specific conflict of law rules. The principle of
territoriality applies: a situation occurring in a given territory
must be assessed by the competent authorities of that territory
in accordance with the law applicable there, and any exercise of
sovereign powers or the use of coercive means is reserved to the
relevant organs of the state, unless there are different intergov-
ernmental arrangements.

International criminal law distinguishes between the principle
of active personality (applicability of the law of the State of which
the offender is a national) and the principle of passive person-
ality (applicability of the law of the State of which the victim is a
national). According to the real or protective principle, the law
of the State whose interests have been harmed by the crime is to
be applied; this is a special case of the effect principle.

10 General

10.1 What are the key issues in Cloud-based services for

digital health?

In healthcare, patient data is subject to medical professional
secrecy. “Swiss Cloud” providers based in Switzerland are also
covered by Art. 321 of the Swiss Penal Code as vicarious agents
of the physician or other medical professional. Thus, medical
professional secrecy is maintained.

Patient data can be stored with foreign cloud providers if these
cannot read the patient data (i.e. the patient data is encrypted
and the cloud providers do not have the key). Technically, this
requires that the patient data is encrypted in Switzerland before
being transferred to the foreign cloud.
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Finally, certain health data might not qualify as patient data
covered by the medical professional secrecy. Digital health
providers may process such data in Swiss or foreign cloud-based
services subject to the usual data protection requirements. This
might include, in particular, stating explicitly that these appli-
cations or uses are not intended for patient data covered by
medical professional secrecy.

10.2 What are the key issues that non-health care

companies should consider before entering today’s
digital health care market?

Non-healthcare companies entering the digital healthcare
market must become familiar with the extensive regulatory
requirements in the healthcare sector and integrate the cost of
compliance in their business models. For example, if an app is
subject to medical device regulation, increased requirements for
quality management and documentation apply to development,
programming, validation, testing and version management. A
market launch in Switzerland also requires a CE mark and, in
most cases, must be reported to Swissmedic.

At the app developer’s expense, Swissmedic may carry out
checks to determine whether an app qualifies as a medical
device and whether the conditions for placing it on the market
are met. If these conditions are not met, Swissmedic may with-
draw the app from the market and prohibit further marketing in
Switzetrland and the EU.

10.3 What are the key issues that venture capital and

private equity firms should consider before investing in
digital health care ventures?

When looking at the business model of a digital healthcare
venture, a key issue is whether the venture’s final product or
service will be reimbursed by national health insurance plans,
sold to patients without such reimbursement, sold to healthcare
providers such as hospitals, or marketed to pharmaceutical or
medical device companies to enhance their existing products or
services. Another key issue is how the venture stands out from
the competition, i.e. if there is solid patent, trademark or copy-
right protection or whether the concept is to be faster and better
than the (potential) competition.

Legal issues to consider during due diligence are: who devel-
oped and who owns which parts of the software; who tested
the software with what kind of data; and whether real-life data
was used in the tests as well. Further legal issues are timing and
costs for the regulatory pathway to comply with healthcare and
data protection legislation.

10.4 What are the key barrier(s) holding back

widespread clinical adoption of digital health solutions?

A key barrier for widespread clinical adoption is switching the
financing of digital health solutions from project-based financing
to a sustainable financing through hospitals’ ordinary budgets,
health insurance providers, and patients. While it is relatively
easy to get initial financing via research grants, industry collab-
orations, foundations, innovation budgets or similar sources,
the switch to sustainably financing the costs of digital health
solutions is a real challenge. Healthcare financing is not only
controlled by market forces, but — to a large extent — by both
federal and cantonal politics. Financing schemes and incentives
differ substantially between publicly owned and privately owned
hospitals, between hospitals and outpatient healthcare facilities,
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and — to a lesser extent — between big university hospitals and
smaller hospitals without academic affiliation. Unlocking the
full potential of many digital health solutions, however, often
requires not just a few, but a majority of players adopting a
particular solution.

10.5 How critical is it for a digital health solution to
obtain formal endorsement from physician certification

bodies (e.g., American College of Radiology, etc.) as a
driver of clinical adoption?

Two issues play a crucial role in driving clinical adoption. First,
the adoption and endorsement by a small number of leading
clinicians, i.e. key opinion leaders in top hospital positions
with a strong track record and presence both in the clinic and
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in academic research, who could at least potentially move to
other hospitals both in Switzerland or internationally. Digital
health solutions tested or even regularly used by them will
quickly catch the attention of both their peers and hospital
management. Second, hospital management, health insurance
providers, governments and legislators need to understand the
value of a digital health solution for the entire ecosystem and
adopt appropriate rules and regulations to pay for the solution
and split the costs between hospitals, health insurance providers,
and patients. Endorsement from physician certification bodies
usually follows while or after the above two processes are
completed. However, the advantages of a digital health solu-
tion that has been successfully tested and used by early adopters
in the clinic must be almost self-evident both to clinicians and
payors. Thus, we do not see endorsement from physician certi-
fication bodies as a main driver of clinical adoption.
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