
  

  

NEW SURVEILLANCE AND INFORMATION OBLIGATIONS FOR 
COMMUNICATION SERVICE PROVIDERS 

Surveillance and information obligations in Switzerland now affect significantly more 
providers of communication services, e.g. web hosting providers and providers of VoIP, 
e-mail and chat services. In order not to overburden providers of subsidiary services, 
the new law, however, provides tiered obligations for real-time surveillance and infor-
mation. However, the demarcation between the individual covered categories of provid-
ers is still unclear. 
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New Surveillance Law for New Technologies 

On 1 March 2018, the totally revised Federal Mail and Telecommunications Surveillance 
Act (MTSA/"BÜPF") and its five implementing Ordinances entered into force. The revi-
sion is intended to adapt the surveillance law to the technological developments in 
communications. Suspected criminals should not be able to evade surveillance by law 
enforcement authorities through the use of new communication technologies. Accord-
ingly, the revised MTSA considerably extends the circle of communication service pro-
viders required to surveil and provide information. 

Affected Communication Providers 

The totally revised MTSA and the associated Ordinances1 cover, among others, the fol-
lowing service providers2: 

• Telecommunications service providers (TSP) in accordance with the Telecom-
munications Act (TCA), regardless of whether or not there is a reporting re-
quirement under telecommunications law; and 

• Providers of derived communication services (PDCS), i.e. services that rely on 
telecommunications services to provide their customers with one-way or multi-
path communications, regardless of whether the PDCS offers their customers 
access to the Internet ("access provider"). 

  

                                          
1  In particular, Ordinance on the Surveillance of Mail and Telecommunications Traffic (MTSO/"VÜPF"). 
2  Art. 2 MTSA. 
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Tiered Obligations for TSP and PDCS 

The MTSA distinguishes five different categories of TSP und PDCS: 

1. (Ordinary) TSP; 

2. TSP with reduced surveillance and information obligations; 

3. (Ordinary) PDCS; 

4. PDCS with further surveillance obligations; 

5. PDCS with further information obligations. 

TSP with reduced surveillance and information obligations are3: 

• Providers of services exclusively in the fields of education and research and 

• TSP that have received surveillance orders for less than 10 different surveil-
lance objectives over the past 12 months and have generated less than CHF 
100 million in annual revenue from telecommunications services in Switzerland 
for two consecutive fiscal years. 

Classification as TSP with reduced surveillance and information obligations requires a 
corresponding request from the TSP. 

Further obligations apply to PDCS if they acquire a certain economic importance. PDCS 
with further surveillance obligations are4: 

• PDCS that have received surveillance orders for at least 10 different surveil-
lance objectives over the past 12 months and 

• PDCS that have generated at least CHF 100 million in annual revenue from tel-
ecommunications services in Switzerland for two consecutive fiscal years, pro-
vided that these services are a large part of their business and at least 5'000 
participants use the services. 

PDCS with further information obligations are5: 

• Service providers that have received information requests for at least 100 dif-
ferent surveillance objectives over the past 12 months and 

• Service providers, which achieve the above thresholds for PDCS with further 
surveillance obligations. 

  

                                          
3  Art. 51 para. 2 MTSO. 
4  Art. 52 MTSO. 
5  Art. 22 MTSO. 
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Depending on their classification, the communication service providers are subject to 
different obligations:  

Provider Category  Surveillance Obligations  Information Obligations 

1 (Ordinary) TSP Active6 Catalogue of mandatory data 
(identification data; marginal 
data; telecommunications 
content) with retention obli-
gations7  

2 TSP with reduced surveil-
lance and information obliga-
tions 

Passive (providing the in-
formation necessary for 
surveillance; permitting the 
surveillance and granting 
of access to buildings, 
equipment, lines, systems, 
networks and services; 
removal of encryption)8 

Identification data with reten-
tion obligations; other data as 
available9 

3 (Ordinary) PDCS  Passive (providing the in-
formation necessary for 
surveillance; permitting the 
surveillance and granting 
of access to buildings, 
equipment, lines, systems, 
networks and services)10 

Data available to the PDCS11  

4 PDCS with further surveil-
lance obligations 

Active12 - 

5 PDCS with further infor-
mation obligations 

- Catalogue of mandatory data 
(identification data; marginal 
data; telecommunications 
content) with retention obli-
gations13 

Distinction between TSP and PDCS 

To identify the relevant obligations for communication service providers they must be 
able to classify their services as telecommunications services or derived communica-
tions services.  

A TSP is any "natural or legal person who itself transmits or arranges to transmit infor-
mation using telecommunications for third parties and assumes responsibility for the 

                                          
6  Art. 26 MTSA in conjunction with Art. 50 para. 1 MTSO in conjunction with Art. 54-69 MTSO.  
7  Art. 18 para. 1 MTSO. 
8  Art. 26 para. 6 MTSA in conjunction with Art. 26 para. 2 MTSA. 
9  Art. 26 para. 6 MTSA in conjunction with Art. 26 para. 2 MTSA and Art. 18 para. 3 MTSO. 
10  Art. 27 MTSA. 
11  Art. 18 para. 5 MTSO. 
12  Art. 50 para. 1 MTSO in conjunction with Art. 52 MTSO and Art. 54-69 MTSO. 
13  Art. 27 MTSA in conjunction with Art. 18 para. 1 MTSO. 
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provision of the promised service in respect of these third parties within the framework 
of a contractual relationship under private law".14 "Transmission by means of telecom-
munications" means "sending or receiving of information, by lines or radio, by means of 
electrical, magnetic, optical or other electromagnetic signals".15 It is irrelevant whether 
the provider has its own transmission infrastructure. Rather, it is relevant whether it 
acts as a service provider and contracting partner towards its customers. Exceptions ex-
ist e.g. for the transmission of information within a building, a building complex or a 
group of companies.16  

The definition of TSP includes classical telephony providers, but also providers of inter-
net-based over-the-top services (OTT services) for the transmission of voice, text, im-
ages, sound, video or a combination thereof, e.g. via e-mail, instant messaging, mes-
saging and social media communication services.17 

While the definition of TSP contains reasonably traceable criteria, the demarcation from 
PDCS is much more difficult in practice: Providers of services based on telecommunica-
tions services that allow for one-way or multi-way communication are classed as 
PDCS.18 The following services are treated by the Post and Telecommunications Surveil-
lance Service responsible for the surveillance of postal and telecommunications traffic 
(MTS Service/"Dienst ÜPF") as derived communication services:19 

• Online storage services (cloud storage; file hosting; share hosting; online stor-
age; file sharing); 

• Services for uploading and sharing content (e.g. videos); 

• Cloud computing; 

• Online marketplaces (however, communication services within online market-
places are considered to be telecommunications services); 

• Social media (however, communication services within social media are consid-
ered to be telecommunications services); 

• Location based services. 

So far, the MTS Service refrained from providing a more precise definition. Even if the 
surveillance authorities' need for flexibility in the context of rapidly developing technol-
ogies is understandable, it remains uncertain particularly for the innovative communica-
tion service providers as to whether their new products fall within the scope of the 
MTSA and what surveillance and information obligations apply to them. However, the 
classification is crucial: Active surveillance and retention obligations for certain data also 
impose requirements on the technical infrastructure (e.g. handover interfaces for data 
delivery) and operational organization (e.g. specification of a contact person as Lawful 

                                          
14  Federal Office of Communication (OFCOM), Guide to the registration form for the provision of telecom-

munication services of 1 May 2010, clause 1.2.5, accessible at 
https://www.bakom.admin.ch/dam/bakom/en/dokumente/leitfaden.pdf.download.pdf/guide.pdf. 

15  Art. 3 (c) TCA. 
16  Art. 2 (a)-(c) Ordinance on Telecommunications Services (OTS). 
17  Cf. MTS Service, Leaflet "FDA-AAKD" of 1 March 2018, available (in German only) at 

https://www.li.admin.ch/sites/default/files/2018-03/Merkblatt%20FDA-AAKD_0.pdf. 
18  Art. 2 (c) MTSA. 
19  Cf. footnote 17. 
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Interception Officer; availability outside business hours, etc.). Communication service 
providers are therefore dependent on the MTS Service expressing itself as quickly as 
possible in a more binding manner to the various providers, thereby creating legal cer-
tainty. 

Need for Action by Communication Service Providers  

The communications service providers that cannot be clearly assigned to any of the cat-
egories of TSP or PDCS must now decide whether to be proactive or await the evolving 
practice. For TSP and PDCS with further information or surveillance obligations imposed 
by the MTSA, the MTS Service can carry out so-called compliance procedures in order to 
test their readiness to surveil. Then, at the latest, the provider must take the necessary 
technical and organizational precautions. 

Violations of the storage and confidentiality obligations as well as failure to timely com-
ply with surveillance or disclosing orders may be penalized with fines of up to CHF 
100'000 in the case of intent or CHF 40'000 in the case of negligence.20 

If a TSP wants to benefit from reduced obligations, it must send a corresponding re-
quest to the MTS Service.21 There can also be a further need for action in respect to the 
customer relationship, whereby contractual security for the disclosure of (personal) data 
may be useful.  

We strongly recommend that communication service providers whose business activities 
potentially fall, to a large extent, under one of the categories of telecommunications 
services or derived communications services, to proactively make inquiries to identify 
any need for action at an early stage. 
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20  Art. 39 MTSA. 
21  Art. 51 para. 2 MTSO. 
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